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Valley First Federal Credit Union 

Acceptable Use Policy for Public Wi-Fi Network 

Introduction 

This Acceptable Use Policy (AUP) outlines the rules and guidelines for using the 

public Wi-Fi network provided by Valley First Federal Credit Union operating as 

Valley First Credit Union ("Valley First" or "Credit Union"). The purpose of this policy 

is to ensure the security, integrity, and fair use of the network for all users. By 

accessing and using the public Wi-Fi network, users agree to abide by this AUP in 

its entirety. 

 

Responsible Use 

Users must use the Valley First Credit Union public Wi-Fi network responsibly and 

refrain from engaging in any activity that may disrupt or compromise the 

network's performance, security, or integrity. Users shall not attempt to access 

unauthorized resources or engage in any illegal, unethical, or prohibited 

activities. 

 

Security 

a. Users are responsible for maintaining the security of their own devices. It is 

recommended that users have up-to-date security software and firewall 

protection on their devices to prevent unauthorized access or malware 

infections. 

 

b. Users must not attempt to access other users' devices or data on the network, 

nor attempt to intercept or manipulate network traffic. 

 

Prohibited Activities 

The following activities are strictly prohibited while using the Valley First Credit 

Union public Wi-Fi network: 

a. Unauthorized access to networks, systems, or data. 

 

b. Distribution or downloading of copyrighted material without permission from 

the copyright holder. 

 

c. Intentional introduction of viruses, malware, or any harmful software into the 

network. 
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d. Use of the network for any illegal purposes, including but not limited to fraud, 

harassment, or the transmission of offensive content. 

 

e. Engaging in any activity that violates applicable local, state, or federal laws 

and regulations. 

 

Bandwidth Usage 

Users are expected to use the Valley First Credit Union public Wi-Fi network 

responsibly and avoid activities that consume excessive bandwidth, which may 

degrade the network's performance for others, such as large file downloads, 

video streaming, and online gaming. 

 

Personal Information and Privacy 

a. Users are responsible for protecting their personal information while using the 

Valley First Credit Union public Wi-Fi network. The credit union shall not be 

held liable for any data breaches or unauthorized access to personal data. 

 

b. Users are advised not to conduct sensitive transactions or share confidential 

information over the public Wi-Fi network. 

 

Children's Safety 

Parents or guardians are responsible for supervising their children's use of the 

Valley First Credit Union public Wi-Fi network. It is essential to ensure that children 

are engaged in safe and appropriate online activities. 

 

Network Monitoring 

Valley First Credit Union reserves the right to monitor network traffic for security 

and compliance purposes. By using the public Wi-Fi network, users consent to 

such monitoring. 

 

Violations and Consequences 

a. Any violation of this AUP may result in the suspension or termination of 

network access without prior notice. 

b. Valley First Credit Union may report illegal activities to the appropriate law 

enforcement authorities. 

 

Disclaimer 

Valley First Credit Union disclaims any liability for any damages, losses, or 

consequences arising from the use of the public Wi-Fi network. You use the 
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Valley First Credit Union Wi-Fi Service and access the Internet at your own risk. 

Valley First  and its affiliates will not be liable for any damages, including 

direct, indirect, incidental, special, or consequential damages, arising from your 

use of the Wi-Fi Service. We do not take responsibility for the content accessible 

or actions taken on the Internet through our network. By using the Wi-Fi Service, 

you agree to hold Valley First CU harmless from any liability related to its use. 

 

Warranty 

The Wi-Fi Service is provided "as is" and "as available." Valley First CU and its 

affiliates make no warranties, express or implied, including merchantability or 

fitness for a particular purpose. We do not guarantee uninterrupted, error-free 

service or freedom from viruses. Users are responsible for their own security. By 

using the Wi-Fi Service, you agree to this disclaimer. 

 

Modifications to the Policy 

Valley First Credit Union reserves the right to modify or update this AUP as 

needed. Users are responsible for regularly reviewing the policy to remain 

compliant with its terms. By using the public Wi-Fi network provided by Valley First 

Credit Union, users acknowledge that they have read, understood, and agree 

to abide by this Acceptable Use Policy. Failure to comply with this policy may 

result in disciplinary actions, including the termination of network access. 

Changes to this policy will be posted to the credit union’s web site. 


